AMENDMENT #3 – September 27, 2018
REQUEST FOR PROPOSALS (RFP)
ADVERTISING, MARKETING, MEDIA 
AND RELATED SERVICES

#2018-07
This Amendment #3 is being issued to amend and clarify certain information contained in the above referenced RFP.  All information contained herein is binding on all Offerors who respond to this RFP.  Specific parts of the RFP have been amended.  The following changes/additions are listed below; new language has been double underlined and marked in bold (i.e., word), and language deleted has been marked with a strikeout (i.e., word).

6. REVISE: Section 2.3.2.12. Web Design, Implementation and Management, pages 21 - 23.
Replace existing RFP Section 2.3.2.12 in its entirety with the Revised Section 2.3.2.12:

2.3.2.12. Web Design, Implementation and Management (Revised; Amendment #3; September 27, 2018)
The Contractor shall design, develop, implement, secure, and maintain the MLGCA’s various web properties.  The MLGCA expects that the following tasks are within the scope of work and should be completed by the Offeror.  The costs to perform these items are to be included in the Offeror’s proposed monthly fee.  

Specially, the web design, implementation and management responsibilities the Offeror is expected to complete in-house shall include, but are not limited to:

1. Design, deploy and maintain all website development work and software solutions to meet ADA compliance as defined by the most recent version of the Web Content Accessibility Guidelines (WCAG) at level AA, and the State’s Department of Information Technology.  Create and deliver documentation that describes how the site is compliant.  

2. Design, deploy and maintain all website and software solutions at the highest reasonable achievable and accessible functionality as defined by the W3C.  The websites must perpetually meet these standards as they evolve.

3. Implement secure coding practices in the development of the web application as prescribed by the Open Web Application Security Project (OWSAP) organization.

4. Implement a version control process and provide the MLCGA with the source code after significant changes occur.  

5. Develop, produce, and implement all artwork required to update and maintain the MLGCA’s websites, and promotional landing pages.

6. Provide content management for all MLGCA websites and landing pages, and assist in the implementation as requested by the MLGCA.

7. Provide front-end programming services to implement and integrate all graphics, contests and content into MLGCA’s websites, landing pages, etc. 

8. Recommend various functional options to improve and enhance customer engagement with the MLGCA’s websites, and upon approval, implement or integrate these features into the MLGCA’s website(s).

9. Design, develop, and deploy promotional microsites or landing pages that are required for limited time MLGCA promotions or contests.

10. Work cooperatively with the MLGCA’s Drawings team, IT Department or the MLGCA’s Lottery Central Monitoring and Control System Contractor on various projects requiring data feeds or exchanges of information (i.e. Scratch Off prizes remaining, current jackpots, etc.); all providing valuable digital content on an automated basis. 

11. Provide multi-language support for all websites.  

12. Implement analytics tracking, and provide monthly analytical dashboards that include report traffic, downloads, etc.

13. Any hosting services provided by the contractor or its subcontractors must engage an independent auditing firm to conduct annual SOC 2 Type 2 reviews.  All SOC reports related to MLGCA web hosting must be promptly provided to the MLGCA.  The reports will be reviewed by the MLGCA, and the contractor to ensure satisfactory assurance as to the adequacy and operational effectiveness of the controls protecting the web hosting, and to ensure that any material security concerns identified in the reports are promptly addressed. The review process shall be documented, and retained for future reference. 

Note: Any exceptions an Offeror has to this list or services and/or their ability to complete any of these tasks should be noted in their technical response.  Again, the costs for these services should be included in an Offeror’s proposed monthly fee.

The below tasks are more technical or specific in nature.  The MLGCA expects that these tasks will be subcontracted to a third party by the selected Contractor via competitive bidding and approved by the MLGCA. The MLGCA will reimburse the selected Contractor for these subcontracted services with appropriate bid documentation and pre-approval.  The web design, implementation and management responsibilities the Offeror is expected to subcontract shall include, but are not limited to:

1. Implement and maintain a Web Application Firewall (WAF); the hosting contractor is currently providing this.  

2. Create, manage, configure, and maintain the complete website hosting platform; Linux, Apache, MySQL, and PHP (LAMP) stack.  This includes development and production systems.  Work with the hosting provider to ensure the proper infrastructure, system and network components are in place and properly configured. The hosting platform (LAMP) software must be kept up to date via software patches and version updates.  The Agency’s Lottery central system contractor maintains the physical hosting infrastructure.  Work with the hosting provider and the MLGCA to perform software updates and other changes to the environment without affecting the availability of the sites.  

3. Create, implement, maintain, and upgrade databases and applications including but not limited to jackpots, winning numbers results database, scratch-off prizes remaining, and content delivery network.  

4. Web site performance must meet or exceed industry standards.  Metrics include but are not limited to time to first impression, time to onload event, time to fully loaded, client time, and rendering time. 

5. Work with the hosting provider to design, develop, and implement systems and processes to ensure the sites are highly available and to mitigate downtime.  

6. Utilize a web application vulnerability scanner as part of the development process to frequently scan the sites for security vulnerabilities. Scanning should also occur regularly and the results of the scans will be reported to the MLGCA.  Security vulnerabilities shall be addressed and evidence of the resolution shall be provided.  Scanning shall be performed statically and dynamically. 

7. Contract with a third party to obtain a security vulnerability assessment for the web application code, remediate all confirmed vulnerabilities identified by the assessment, document the process, and retain this documentation for future reference. The results of the review, and evidence of the remediation shall be provided to the MLGCA. 

8. Implement other security measures as defined by the MLGCA.

9. Implement any and all other items not related to infrastructure required to provide fully operational and secure sites as defined by the MLGCA.  

Note: The selected Contractor will be responsible for reimbursing the subcontractor for these services; however the MLGCA will reimburse the selected Contractor for these costs with appropriate documentation and prior approval.  See RFP Sections 2.3.2.14 Subcontractors and 2.3.7 Accounting.

